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Abstract. A common breach of network security is the class of attacks
called Worm-virus. This paper proposes a language called Triton whose
goal is to efficiently and effectively safeguard large network security for
management system. We represent abstract language that supports vari-
ous functions. This high-level language abstracts the control behavior of
the network nodes, which has various setting-up methodology. We shall
describe the feature of Triton language and give some example of the
preliminary Triton implementation on the test-bed.

1 Introduction

Malicious codes and worms comprise the largest portion of the loss caused the
security problem in the Internet. Small worms such as the “Blaster” spread
quickly through the enormous network. It causes the network to lock down within
an hour or so[1]. The situation worsens before it can be monitored and notified
by the supervisor. Since the network is not available, it becomes hard to serve a
node with an order. It is for this reason that the abstract ACL policy language
and hierarchy security management system are necessary in delivering security
information. The Triton is an abstract high-level language that manages the
lower node and the network node through the administrator of the Domain.

2 Triton Language

It is necessary to describe the heterogeneous and configurative information of var-
ious network nodes. This approach provides the highest Domain with a method-
ology to manage the large-scale network. A high-level Triton offers various polit-
ical functions that manage lower network nodes. This mechanism provides five
perspectives of a description:
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Fig. 1. An abstract policy for network ACL and an administrator interface

– Abstract description for the configuration of a lower node
– Mechanism of policy compliance
– Grouping
– Event for a polymorphous policy
– Semi-structured communication form

Figure 1 shows the process of converting the abstract policy into a config-
uration of the lower node. The editor delivers a semi-structured ACL delivery
form, in an intermediate form, to the Interpreter that has information on the
lower nodes. The Interpreter agent generates the ACL commands according to
the each feature of the lower nodes. We implement the compiler that converts
the high-level language to the intermediate form. For code generation, use the
win32 versions of the MKS LEX & YACC and the algorithm of tree traversals.

3 Conclusion

The Triton language is independent of specific network devices and is familiar
with the existing programming language of the large-scale network manager.
This paper proposes a language that is analogous to the C language and describes
network security ACL policies. The Triton is able to control the lower nodes using
the CAMF in intermediate form. It is different from the other policy languages.
The policy manager has summarized and abstracted the information on large-
scale networks to set up a coherent ACL policy. Additionally, if the Domain
server accommodates a policy delivered from the other trustable Domains, the
lower Domain then, is improving in security. This gives a tried manager the
important function of managing the security of the large-scale network.
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